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Deputy T.A. Vallois of St. Saviour (Chairman):

Good afternoon and welcome to the Corporate Sesv®erutiny Panel for Data
Protection. | would just like to refer your attemt to the protocol in front of you to
ensure that you are happy with the terms of that®uld like to start off by asking
you to provide your name and your title for theoreling.

Assistant Minister for Treasury and Resour ces:
Deputy Noel, Assistant Minister for Treasury and&eces.

Data Protection Commissioner:
Emma Martins, Data Protection Commissioner.

Deputy T.A. Vallois:
Okay. | am Deputy Tracey Vallois, Chairman of eta Protection Scrutiny Panel.

Senator S.C. Ferguson:
Senator Sarah Ferguson.

Mrs. H. Ruelle (Panel Adviser):
Helen Ruelle from Mourant du Feu & Jeune. | analeglviser to the panel.

Deputy D.J. De Sousa of St. Helier:
Deputy Debbie De Sousa.



Deputy M.R. Higginsof St. Helier:
Deputy Mike Higgins.

Deputy T.A. Vallois:

Okay. As you are aware we are looking at the ppedamendments that yourselves
have put forward and we would like to take thisanamendment-by-amendment
basis because it will probably be easier than galhgver the place, so | would like
to start off with the very first amendment that vad forward, amendment 1 which
was asking for provisions in relation to informatimotices. So just a general
guestion starting off is why do you want this anteedt?

Assistant Minister for Treasury and Resour ces:

Could 1 just firstly say that the Data Protectialersey) Law 2005 provides the
position for the Data Protection Commissioner aoigporate role. The terms and
conditions of the appointment are also set out e taw. The role of the
Commissioner is independent and he or she is redjtir oversee the compliance of
all data controllers. For administration purpoaed for administration purposes only
the Treasury Minister is responsible for the resesrand presentation of reports and
so forth for the States. For administration pugsoas well the Human Resources
Director is required to provide the appropriatastaace in respect to recruitment and
other employment issues on behalf of the commissioh just wanted to set out that
the commissioner’s role is an independent roleitusdnot a Treasury role.

Deputy T.A. Vallois:

We are fully understanding of that but purely besagcrutiny have to scrutinise
ministerial departments we understand that it ilyuadministrative and that Data
Protection are an independent body.

Data Protection Commissioner:

So if you are happy that | answer the questions @andously if there are any
guestions you have for the deputy then please fiegl, but obviously it is an
administrative route for me.

Deputy T.A. Vallois:
Very happy.

Data Protection Commissioner:

| do not have any dealings with the Treasury othan for budgetary purposes and
reports so | think it is just to clarify that beéowe start. So you are happy that |
answer the questions?

Deputy T.A. Vallois:
| fully understand.

Data Protection Commissioner:

So just to put a bit of background, the 2005 lave weetty wide in its scope when it
was brought in compared to the 1987 law. We aversg small team with quite a

large remit and very early on in the implementatwdrihat law it was made clear to
my staff that if there were any issues relatingh effectiveness or otherwise of the



law, issues that were raised as a result of comiglair inquiries, that they should be
flagged and that we should, at the end of the itiansperiod, review any issues that
had been raised during that period. We did thad, \sarious things came up during
that time and one of the issues, these were lafgaty those experiences, related to
information notices. Now the vast majority of auork is mediatory in its nature and
is successful in its nature in achieving compliafice of all but also in dealing with
inquiries and complaints and very few get to a Ia&tguy level where we would
consider taking any legal action of any sort, amgutatory action. But nonetheless
when we do have those complaints escalated tddtat they are pretty serious, so
they may be few and far between but it does notnmeasay that they are not
important. One of the issues that has cropped cqguple of times, not just once but
that said | still think if things only happen onicthink we still need to look and learn
from them, was the manner in which information oe¢i can be used by the
commissioner. The law as set out at the momeotvalthe commissioner to ask for
information from a data controller and a data pssoe only. Now a couple of the
cases that we have dealt with and a couple thabrageing, the person in possession
of the information which will give us the key aswdo the data controller is or was
that there is an issue with, be it data securitgmplying the principles, is not a data
controller nor is he or she a data processor. Hhe is an individual. Again in the
vast majority of cases where that has occurred awe libeen able to approach that
individual and they have been very willing to safes, we have found this document
on the floor” or: “We saw the information in a ktithat was sent to me by mistake”
but there have been a couple of occasions, andhidey been very serious occasions,
where the individual has just said: “No, we are going to assist.” It poses a very
huge problem for us, because if we do not know wlibe source of the security
breach, for example, is we cannot investigateatwe have had to walk away on a
couple of occasions. Those were regulatory ingastns, and that is an important
point. That said Article 55 of the law does allayg to consider a criminal
investigation for unlawful obtaining or discloswédata. So if we think the person
who has that information has obtained it illegallg could in effect crank that up to
an Atrticle 55 investigation and it is something &elored in some detail when we
last met the panel. However | am concerned abloat, tfor the reasons that |
elaborated at the time, because in not every casg going to warrant as a
proportional response the involvement of the poligkich largely Article 55
investigations do, because they are criminal inr thature. So there has been more
than one occasion where we have walked away fraongplaint because we have
come to a dead-end and we did not think that img@kiur powers under Article 55,
i.e. assuming it was a criminal investigation, wagproportional and responsible
response to the particular case. On a coupleheir tccasions we have sought police
assistance to further investigate under ArticletdBequire that person to provide us
with evidence under caution. On those occasionsrevithe police have become
involved I still remain slightly uncomfortable thiditseems to be a bit of a leap that if
we could obtain the information through the regafatroute it would be preferable.
It would be less, | have used the word: “heavy leaiidn the report and that really to
sum it up is how | feel. That notwithstanding ¢vese couple of occasions | have
thought that there is a potential Article 55 offedcam not absolutely convinced of
that at that stage, but the only way we can pregteat or walk away from this
individual who has had to make a complaint to bat his or her rights have been
infringed, we have a duty to do what we can fort timalividual and it is very
frustrating to have to walk away. But equally | not be happy in requesting



police assistance where | do not think it is prdipoally reasonable to do so. So this
addition, this amendment, would allow us to apphoac individual, not just the data
controller, and it is going to be in my experiepceely a conduit for us, because very
often the source of the problem if you think ofamhation, a piece of information, it
has been lost, misplaced, if you think about thes @Dthe U.K. (United Kingdom) it
has been found on a train or something, the pdisainfound it is not at all culpable
in legal terms. They may have come across it aotally. The source of the
problem is the person who left it on the traintmr brganisation that did not look after
it in the first place. If it is a medical recorticould be a G.P. (General Practitioner) or
an insurance company or the hospital, they havetlsbmewhere they should not
have done. That is where we want to focus ountatte. This is not about getting at
individuals to demand unreasonable personal infoomdrom them that is their own
private business. This is information that an arg@tion is responsible for especially
when it is sensitive information and that has sammefgot into the wrong hands. We
need to know how that has happened and the onlyokayping that is asking that
person and asking them to give us a response atiaelto our questions in that
respect. Again it is going to be very rarely ubedl when it is needed it has proved
quite crucial for us and it has proved very impaeton the way in which we have
been able to, or not, progress an investigationveshave had.

Senator S.C. Ferguson:
You are really saying that there is not a gap bebwgour law and the various police
laws but you feel that the police arrangementsrarg heavy-handed, so why are you
not looking at a better way of working with the ipgelinstead of bringing in a heavy-
handed one yourself?

Data Protection Commissioner:

| think the involvement of the police, maybe itasnisunderstanding here, our law
provides for criminal offences. Most of it is régwry but there are a couple of
criminal offences in the law. While we have thevpo to investigate those criminal
offences ourselves they are very few and far baetveewl they are often very serious
so we would normally refer those to the policedesistance, because we do not have
the resources or the time or equipment, recorditegviews for example. So it would
be common to refer them. We are not handing thesitgation over to the police, but
we are asking for police assistance under our I8w.the power is in the law now but
there seems to be a gap as everything else sedsagé¢asonable steps. At each point
you can take the next step to move it up a nofthere seems to be a step missing
here that either the investigation falls away beeayou have not been able to get the
information off the person or you bump it up to ramenal. At no point are we
looking to police powers in that respect here, bheeave have got our own.

Senator S.C. Ferguson:
But do you have the power to say that an individoat released information
incorrectly? You have the power to say this isnamial, correct?

Data Protection Commissioner:
Yes, we have the power to investigate it.

Senator S.C. Ferguson:



So why do you need to add another layer of bureaycinto the general data
protection staff?

Data Protection Commissioner:

| do not think it is a layer of bureaucracy, | thiit is the manner in which you
respond to complaints and | think to assume thatebmdy releasing information or
getting information is a criminal offence in thesfiinstance is disproportionate in the
cases that | have dealt with that deal with it iegulatory manner and is less heavy-
handed. The vast majority of our work is regulpatand there is a world apart from
that work to the criminal work and to miss out theldleman, in a sense, | understand
what you are saying about a layer of bureaucrado not agree that that is what we
are doing, | think it is a disproportionate apptodo the complaints that we have
dealt with in my experience to bump it to a crintina

Mrs. H. Rudlle:

My understanding is that obviously if you served iaformation notice on an
individual who then failed to comply then that isalf would also be a criminal
matter. So there is an ultimate criminal sanctioman individual for failure to
comply.

[13:15]

Data Protection Commissioner:

Yes, and again it would be used very rarely. Onla case where we have walked
away from a case because we do not think it is gitagmate to, but the normal
protections would apply and yes, | think if you g@ithe commissioner the remit to
examine breaches of privacy, data security breaehestera but say that you cannot
ask people where that problem has come from, iep@sbit of a problem for the
regulator. That is my view.

Deputy M.R. Higgins:

But going back to that though, if people would loeneitting a crime by not giving
the information surely you do have a sanction amthihat they will either comply or
you take them to court and you can set an examiph®w acquiring new powers.

Data Protection Commissioner:
| think you have got to go back a step, | do nohttta have to invoke the criminal
powers in the first place. I think | would rathmet.

Deputy M.R. Higgins:
But if it is as serious as you say that you wanaendment to the law ...

Data Protection Commissioner:

| think we are missing the point here. They carségous in a regulatory sense in
terms of the damage done to an individual. If infation about you, if your
neighbour comes up to you today and says: “Ohat e Y, Z about you” and you
think: “Well, only 5 people know that and | havepkehat information secure” and
you complain to us that that information somehow leaked out from one of those 5
organisations, think about your medical records gob application or anything that
you want to keep private and we say to you: “Softvgtause we cannot approach



your neighbour and ask them where they got it frofe do not want to treat

neighbours as criminals, we just need them to piewus the information so that we
can look to the source. If somebody has left yapplication form or your medical

records somewhere, somebody has not looked a#ied#ta properly then we need to
know about it and very rarely that route is onhaiable to us via an individual as
opposed to an organisation.

Senator S.C. Ferguson:
But you have got a sanction on the individual. vty do you need extra powers?
We do seem to be sliding into Winston Smith teryitoere,1984.

Data Protection Commissioner:
| would disagree.

Senator S.C. Ferguson:
| mean | do not understand why you need the exivaep when you can go to ...

Data Protection Commissioner:

| would argue it is not necessarily an extra powdris a better way of using the
powers that we already have. A better more usendly less heavy-handed way of
using the powers that already exist. That is Wwiaduld argue very strongly.

Deputy M.R. Higgins:

If your aim is to obtain the information from therpon and you go to them and say:
“Look, | require this information because | needfital out where this information
has come from and you realise of course that if gounot provide it to me you are
committing a criminal offence and you will be proseed” do you not think they
would give you the information? If not, should yhet be prosecuted anyway?

Data Protection Commissioner:
Well I am not sure | understand the question.

Deputy M.R. Higgins:

| am just saying that you have already got the pawe sense that it is a criminal
offence if the person does not provide you witloinfation. So you are saying that
for example ...

Data Protection Commissioner:

Most people co-operate with us. | think most peapbuld see that and | think you
ask the question and you are serious about askiagdi there are consequences for
not answering it, or you do not ask the questioallatlf the States have given me the
job of investigating, if you come to me and say:y'Mformation has gone there” but
you cannot ask this group of people, you can askybody else but you cannot ask
this group of people how they have come across ydormation | am not ...

Deputy M.R. Higgins:
So you are saying that this criminal sanction @t have does not apply to these
third parties? It only applies to data controllerslata processors?

Data Protection Commissioner:



Article 55 applies to anybody.

Deputy M.R. Higgins:
| think we are maybe at cross-purposes here.

Mrs. H. Rudle:

Could | ask a question? A number of people thignmmg have expressed some
concerns about this proposal because of involviagpfe who are not otherwise
bound by the law, so for example not data contrelend data processors, and a
guestion that has flowed from that is, is this stinmg that is in the U.K. law? As we
know that is not something that is in the U.K. lalthough I understand that the
Information Commissioner has lobbied for that ie th.K. Could you give us any
insight into why from your knowledge it has not bd#ought in in the U.K. and is
there anything specific to situations that you hhad, or Jersey, that might make it
more applicable in Jersey?

Data Protection Commissioner:

| do not have any insight into the Information Coissioner’s reasoning. | mean we
meet once a year. | do feel quite strongly we rinve this law largely from Europe
and | have always said from day one that inheritangs has benefits in that it is
already done, it has been packaged up nicely, butlly we are in our own
jurisdiction and | have a job to do and when | fésglt | am not doing my job to the
best of my ability | will examine why | think tha, and why we are not serving the
people who this law is meant to protect as well@sssibly could. | think we have to
think about it is not just about following suit,ig about responding effectively and
proportionately when those matters are raised wigh When we have a couple of
cases that we cannot follow through or that we havéreat as a 55 offence my
reaction has been: “Is there not a better way?is Ehthe result of that reaction and it
is absolutely a political decision whether or rtasiaccepted but | have to do what |
think is my job which is look after this law thedbevay | can and look after data
subjects who come to me and say: “My neighbour te&k this” or: “My data was
found here and | want to know and it has causedarhege amount of stress and
damage to my family, what can you do?” and to 8yt a lot” or: “We have to treat
it as a criminal” there seems to be just a lititenbissing in the middle. 1 think the
message has got to go out loud and clear thisrisureusual that we use these sort of
powers very rarely. We have to be very confidéwtt tthe individual has suffered
damage or distress. We take that into considerasind we get hundreds of people
that come to see us and say that they have hadpitneacy breached or that they are
unhappy with the way that their information hasrbbandled. The vast majority are
resolved very effectively and very well by our depeent and by the data controllers
and by the individuals themselves. | do not thvkrun a heavy-handed regulatory
organisation by any stretch of the imagination &mwdbuld be concerned if people
thought we did. There is always going to be a klwtour powers in that there is a
tribunal, and if ever anything gets to any cousdrthhere will be a check. There is
always that check on our powers and at the endeoflay if you create the position of
a Commissioner the States in a sense has to hats€Commissioner to do the job that
he or she is there to do, but ensure that the shaoll balances are also in place.
There is nothing in these amendments that wouldenma& uncomfortable that that
would not be the case, that | would be responsihl answerable for every decision
that | made in terms of any information or any ecéonent notice that | provide.



Deputy D.J. De Sousa:

How many instances have you had so far where & #mendment was in place
already you would have used it? You have talkeerse times about proportionality.
Where do you see the proportionality?

Data Protection Commissioner:

Two occasions where we have not continued withriliestigation because our view
is that it would be disproportionate to considea itriminal offence and 2 where we
have progressed it to a criminal, since the implaatéeon of the law.

Deputy D.J. De Sousa:
Is that in 5 years?

Data Protection Commissioner:
At the end of 2005 it came into force, yes.

Assistant Minister for Treasury and Resour ces:
So we are looking at an average of once a year.

Mrs. H. Rudlle

In the 2 that you felt it would have been disprdjporate to take it to the criminal
level do you think that in those circumstancesauild have been appropriate to serve
an information notice on an individual?

Data Protection Commissioner:
Yes.

Deputy T.A. Vallois:

Could I ask with regards to the amendment itself tue fact that it would be serving
an information notice on an individual as such mgerstanding of data protection is
that it is for providing a regulatory authority ave data controller that holds a lot of
personal information and ensuring that they complth the principles of data
protection. To me there is a very fine balance laerto whether we step further away
from that mark and go further into compliance odividuals now rather than giving
the obligation to the businesses to ensure that éne doing their jobs properly in
ensuring that they are complying with data protetcti

Data Protection Commissioner:

| do not see that because | think you are. Whatam trying to do is to establish
which data controller it is that has got the prahbleYour flow stops there and really
once the information is given to us if the inforioat... we have had a case where a
file was left on the top of a bin in King Streetdatihe person that found it, we do not
have any beef with them at all. We need to knovenetihey found it, which office
was it near so that we can start looking at wherghere was highly sensitive
information in that file and as | say that persaaked into our office and said: “Look
what | have just found” and we looked at it hoadfi We had a number of people, it
would have to go to about half a dozen people nowiflihat person had said: “I saw
that office worker dump it on that bin” we neecktmw that. So as to the individual |
see what you are saying about the sanction anuatiiy if you are serious about a



law you have to say: “Listen, what we say goedherd is a sanction” but we need to
find the source of that problem, so you are foaysin the data controller. We are not
looking at individuals and saying you have got aolehregulatory regime to deal

with. They have got their domestic use exempti®hat all applies. It is just about

when and if one individual comes to us and feel they have had their rights

infringed under this law it is how we get to theism of the problem. So | do think it

is proportional, | do think it is reasonable.

Mrs. H. Rudlle:

In that circumstance that you have just descrilzed] | understand what you are
saying, your beef is not with the individual whaufal the file, but obviously they are
potentially going to be concerned if you suddemgwe an information notice on them
that says: “And if you do not comply you are goittgbe potentially before the

magistrate.” | suppose then that does put somes @muyou and your office to

educate the public about this power and | suppogeeations | am sure you have
thought about it, but how would you do that andtaere manpower implications for
you and your team in relation to this amendment?

Data Protection Commissioner:

In terms of manpower implications no. | mean wend@t we can do. We have had
to think about implementing a triage response topaints because we have so very
many. There is very little | can say because dllisn the doing, this law, as to how
confident people can be as to how | regulate andrhg team regulates. We take the
role very, very seriously. We think very hard breftaking any action of a regulatory
or legal nature. We very often seek external leghlice in situations like that to
make sure that we are responding in a proportiofateway. But equally if you are
serious about a piece of legislation and therebess a breach then you have to be
serious about getting to the bottom of it. Soilt be very rarely used but my feel on
the 2 occasions when we have had to bump it ugrtor@l is that if those individuals
had been told that this is a power that we havasio you that they would have
provided it. They would have been out of the petat that point. If the evidence
then shows that they stole the data or obtaingi@ggally then it would automatically
invoke a 55 by that.

Deputy M.R. Higgins:
| have got some questions here. In the 2 caséyadhahave had that have proceeded
to court have they been resolved yet? Has thexe éey judgment?

Data Protection Commissioner:
No.

Deputy M.R. Higgins:
Okay. Can you indicate the sectors that thoselpeaop from? Not the particular case
or the individuals but the sectors that those peap from?

Data Protection Commissioner:
That the individuals are from that we would like ihformation from?

Deputy M.R. Higgins:
That you are going to the court, taking them todbert.



Data Protection Commissioner:
We are not going to the courts, we are requestisgstance in relation to a potential
55 investigation. There is a difference.

Deputy M.R. Higgins:
Right, and do you have any idea? Are they fronkimay from the finance industry?

Data Protection Commissioner:
Where the source of the data is or where the iddadiis?

Deputy M.R. Higgins:
Where the individual is.

Data Protection Commissioner:
There is no consistency across the 4. They adoran

Deputy M.R. Higgins:
Four?

Data Protection Commissioner:
The 2 that we dropped and the 2 that were ...

Deputy M.R. Higgins:
Okay, so the 2, can you give an indication of wdrats they are?

Data Protection Commissioner:
| would not like to, because they are current.

Deputy M.R. Higgins:
| am not asking you to name the people or anytblag, just the sectors.

Data Protection Commissioner:
| know but the people that are involved, this public hearing. That is the advantage
of having a private hearing.

Deputy T.A. Vallois:
They could possibly be identified by the situation.

Data Protection Commissioner:
That is why it is quite useful having a private tieg with the panel before.

Deputy M.R. Higgins:
Okay.

Assistant Minister for Treasury and Resour ces:
That information that Deputy Higgins was asking feas disclosed at a private
hearing.

Deputy M.R. Higgins:

10



Was it? Okay, | will look at the transcript.

Data Protection Commissioner:

| have given more detail in the private hearingaose | do not want the individuals
that we are working very closely with to think thHaam using this as any sort of
evidence in a public way about them, because oblyatiis very sensitive for those
individuals so | just want to respect those indiMl$’ privacy.

Deputy M.R. Higgins:
Okay, | will leave it that way. But how about litk you have mentioned this
already, this would not affect journalists, woutd i

Data Protection Commissioner:
Journalists are already covered. This would nat adything to journalists, no.
Journalism is already covered.

Deputy M.R. Higgins:
Okay. How about let us say for example myself peldician. Someone gives me ...

Data Protection Commissioner:
You are covered. You are already a data controller

Deputy M.R. Higgins:
Already a data controller? So you get ... would Wy and use your powers in that
way, to stop a politician for example putting itthre public domain?

[13:30]

Data Protection Commissioner:

| would use my powers to make sure there is compdiawith the law. There is a
distinction. | do not use the power to stop thiagsa means to an end, it is about
complying with the law. There are very large caowuts for journalistic purposes, for
public interest purposes et cetera and those aarigeare reasonable and effective
and proportionate. So if you can benefit from aeneption, if you have done
something, then so be it. So my sole aim is toesehcompliance with the law as it
stands.

Deputy M.R. Higgins:
Okay, so if it was a public interest matter th&tlt strongly about you would not be
trying to use your power to try and find out whegst my information from?

Data Protection Commissioner:

| cannot answer that without being given specifiesause there is almost an infinite
list of examples of processing of disclosure, diobing, that you could give me that
there would be a different answer for each one.

Deputy M.R. Higgins:
But providing I did not steal it?

Data Protection Commissioner:

11



Well, even unlawful obtaining, there is a defenmethat, so it is impossible for me to
answer that in any detail | am afraid. If you gime a specific example even then |
would be struggling because these matters of pubterest require considerable
analysis, but as | say you are already coveretienaw. This is not about existing
journalists or States members.

Deputy T.A. Vallois:

Is everyone happy with the questions on amendmentQkay. | will move on to
amendment 2 because time is flying. Okay, so amentl 2 was the professional
requirements for the process of the Data Protecliiounal. Can you explain a bit
about why it is that you would like this amendment?

Data Protection Commissioner:

Yes. Itis very practical terms. It is to widdretpool of people. It is not my job to
worry about the tribunal because obviously theyehtavbe completely separate to me
and not influenced in any way by me which is the/wahould be and the way it is.
So that is a role for Treasury, an administrativeppse. So it is really to widen the
pool of people that we have to choose from, becaase protection is necessarily
quite specialised, so if you reduce the 7-yearghiou will have more people to
choose from and | think a couple of the individudlat would have wanted to go for
it were debarred by that. So it did not seem lalgichen we looked at other tribunals
that were set up in Jersey that did not have thastcaint on it, so it just seemed
illogical that we ... obviously Treasury want toddade to have a nice base of people to
choose from who have a specific expertise in treés.a

Deputy T.A. Vallois:
Because it is currently 7 years, is it not?

Data Protection Commissioner:
Yes, and | think that is just ... it does not maky sense. People coming from the
U.K., I mean, itis ...

Mrs. H. Rudlle:
| think it is 7 years advocate or solicitor, i1dt, which means you have to be Jersey
qualified.

Data Protection Commissioner:

Yes. There have been a few people from the U.&. would have been fantastic, and
in a sense that would be even better because tleeganpletely ... there is no
baggage or anything. We will not know them. Siihk it is just to increase the
availability of people to come forward.

Assistant Minister for Treasury and Resour ces:

It is a practical amendment to a practical problaimthe moment because at the
moment we do not have a ... not even a small nurmbpeople willing to be on a
tribunal, let alone a large number.

Mrs. H. Rudlle:

Do you consider, however, that it would be apprterifor there to be a qualification
of some sort, whether that be advocate, solicitpyau know, is it ... are we saying it

12



would just be a removal of the 7-year requiremaitt they would still need to be
Jersey qualified?

Data Protection Commissioner:
Yes.

Mrs. H. Ruelle:
Okay.

Data Protection Commissioner:

Yes, it is purely the timing of it. | still thinkhat is very important because some of
the issues that ... | mean, | have only ever beetmitunal once and that is not, |

would hope, a testament that we do not do any wakjt is a testament to the fact
that actually when we do take action it is verysywell considered. It has only got

to that stage once and you do need somebody iohiie that really can get to grips

with a whole raft of very complicated issues. Shihk that is still very important but

| just think we are constraining ourselves unneadyswith the 7 years.

Deputy T.A. Vallois:

Okay, | will move on quickly to amendment 3, whislas amending the maximum
penalty applicable to an offence under Article 5%he Data Protection (Jersey) Law
2005. And again, just a basic understanding of wis/that you are looking for this

amendment.

Data Protection Commissioner:

This is something that has been in the pipelinéhen U.K. for some time and it is
something that has been raised in meetings withrfoemation commissioner and
the other islands over the last couple of yearbeyThave clearly been pushing for
this amendment over there. There are areas whemowhink quite carefully about
the U.K. amendments and whether they are applidedrie. There are a whole raft of
things like fines and enforced notification for &ckes and stuff which we are just not
ready ... in my view, we are not ready to go dohat toad yet. So we do cherry pick
the areas that we think are relevant and would nseamething when we are looking
at amendments. | think what | have seen in theskag of 18 months is that other bits
of legislation and other laws are looking towards Data Protection Law. The one
law that did concern me in recent months has bleersex Offenders Law because it
does not have its own sanctions within the legmtator breaches, security breaches.
Bearing in mind you are dealing with some of thestmgensitive data - | mean,
policing, health, social services data is soméefrhost sensitive and should be some
of the most well-protected data - | think it is iedibly important that you have a
deterrent factor for unlawful breaches and unlavafodaining. That combined with
experience in the U.K. specifically where you h&wael mass selling of databases on
C.D.s (compact discs), thousands of records garigdia to be sold for thousands of
pounds, so again you want the deterrent factorefoployees who are sitting in
fulfilment companies in Jersey now who are handhmgiions of bits of data from
across the world. So it is sort of twofold, reallJhe reasons | would like to see this
amendment succeed is that one is the local presgwee T.V. (television) licensing
regulations recently had a penalty of 2 years fdawful disclosure, and | think that
is entirely appropriate. | think if you are hamgjisensitive information about people
with disabilities or special needs, any breachthoke security requirements should be
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treated very seriously. So | think we are lagdiehpind if you look at the penalties
for T.V. licensing purposes. But here again itustja maximum penalty and some of
the questions ... | do not know whether you wargdmn to them in a bit anyway, but
you talk about impact on the prison and how margpfewe see behind bars. Well,
hopefully none because if an individual is sitteag... | will not use any names but,
you know, ABC.com, if it is selling C.D.s or whaes and it has been offered £5,000
for 5,000 names to be sent to India, he is goingeitting there, or she is, saying:
“Well, is it worth my while if my company just getimed or | might get the sack and |
will go somewhere else”, but if he or she is gdiadpe possibly hauled before a court
and possibly imprisoned for a maximum of 2 yeangré may well be a deterrent
factor. So | think it is good for us locally andthink it is good for Jersey
reputationally to match these standards, | reaily d

Deputy T.A. Vallois:

There is something that | picked up in the lastingjtthat we had, was that the
Economic Development Minister brought forward thenaglties for breaching
information sharing on the Depositor Compensationege, and this had exactly the
same - what you are asking - amendment, if thekebthe information sharing that
there would be a maximum penalty of 2 years.

Data Protection Commissioner:
Really? 1did not ... | was not aware of thattlsat is useful.

Deputy T.A. Vallois:

So, | mean, | was quite ... | asked in relationd&da protection as well because |
would have thought ... | do not know what your viewbut it would be nice to
understand exactly how that would work across thirk it is just going across
different laws as well because if they are breagfivat information sharing order but
it crossed purposes with something else that itsdoet cover because of data
protection, | mean, how does that work?

Data Protection Commissioner:

Well, to be fair, that is a question that arisesinbrequently at the moment because
you have ... if you have issues of data security p@y have elements of computer
misuse, you may have elements of other laws, yoy heve elements of data
protection, and what the law enforcement agentiesald be doing and what certainly
we do with the police on computer misuse, for exiamig sit down together and say:
“What are the key areas? What are the strongeasar What are the areas where one
law can take over?” That will be the pragmati@s@nable approach. So | would
imagine the same, that if you have legislation Whg parallel in terms of penalties,
you will need to look where it sits most comfortgbdnd there will not always be a
straightforward answer to that. But | think asdas the agencies are speaking about
that, you may well have 2 agencies running paralledstigations but there should be
good reasons for doing so if they are doing tt#d. | feel very comfortable and it is
good to hear, in a sense, because | think we reepostt bump it up a little bit in this.

| think the environment has changed, the data gtiote environment has changed
pretty radically in the last ... even since | haween there, that the impact on
individuals, the impact on organisations with mélegjal selling is huge now, much
more than it was 5, 10 years ago, | think. So eednto respond to that, we need to
evolve with that as well.
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Mrs. H. Rudle
Are we already seeing those sorts of serious besaichJersey or is this more a ... you
know, we are aware that it may happen?

Data Protection Commissioner:

Article 55 allegations are pretty far and few betwe What | would like to think is
this is a pre-emptive strike because with otheslike the Sex Offenders Law which
is coming in, that needs to work. If that is gotogvork it has to work from day one.
There cannot be any doubt that the rules that ajgptihat legislation need to work
otherwise the whole system will be undermined. $Bas quite nice to be in a
situation where you are not just reacting to protde Largely these are the
information agencies. This is a reaction to whikirik is a problem in the way | can
regulate. This is talking to the Home Affairs Dep@ent, this is talking to other
regulators who are saying: “Listen, we have bigopgms with data selling going on
here.” It would be nice not to have to get to {hainht where we are having to react to
those sort of allegations, where the guys and gitteg at the fulfilment companies
know that there are standards here and that thiépevindividually potentially liable
in a criminal court should they breach those rulkthink it is quite nice for me in a
sense to be in a position where you are lookinghfeoposition of pro-activity rather
than reaction.

Deputy D.J. De Sousa:

Are you looking to implement this amendment eith&eml deterrent or is it because the
commission has already dealt with cases where aimiendment could have been
used?

Data Protection Commissioner:

There is no retrospectiveness about it. | basa iny own experience. | base it on
discussions with other regulators. The pressumen fmy ... there is no other agenda
other than local legislations looking to us for exiy and the increase in the amount
of data going through Jersey companies, espedidfiiment type companies where
you have very, very large databases. That is #seshof this. These have been in
train for a couple of years now, | think, to putiaof perspective on it.

Deputy D.J. De Sousa:

Bearing in mind that in the last couple of yearshage seen more of the fulfilment
industry coming to Jersey, have you actually hagl eases whereby, followed
through, this amendment, these sanctions, would baen used?

Data Protection Commissioner:
No, which is good to report. Very well behavedytlage, too.[Laughter] As far as
we know.

Deputy M.R. Higgins:

| can see where you are coming from; it is pre-émepin a sense. But you have not
brought forward, for example, any amendment to dih whe breaches on
rehabilitation of offenders.

Data Protection Commissioner:
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It is not my law.

Deputy M.R. Higgins:

Sorry. Well, in a sense if data is being releasei people are trying to get around
different legal requirements as to how they obtaformation, surely that is part of
your ...

Data Protection Commissioner:
It could be a 55 offence, absolutely.

Deputy M.R. Higgins:
But you have no concerns at all about how, for gdapinformation ...

Data Protection Commissioner:

If an individual has obtained information illegabyd it is in breach of the rehab law,
then a 55 sanction could apply, absolutely. Weehtaken regulatory action in
respect of rehab standards, absolutely.

Deputy M.R. Higgins:

How about situations where ... and this may noydog area. | am trying to explore
to see where it is. For example, we know thathie Island many firms are now
saying to people: “Go and get a police check yduiesel give us the details to come
back”, so they are getting around Rehabilitatio®@&enders Law in that way.

Data Protection Commissioner:

| am afraid | could go on for a very long time aboehab law and | will not because |
know you have to get home this side of next Tuesbay| think it is a law that has
been neglected. | think it is a law that was btdug without any mechanism for
individuals to exercise their rights under it. dvie felt that very, very strongly over
the period of a number of years and | have triedddress that the best | can in my
position. If an individual is required to ... & incredibly complicated because if an
individual is applying for a job, largely its besuthey need that job. If they are told
by the potential employer: “I want you to go to thaice station. Here is the form,
bring back what you have” and that person has atsymaviction, he does not have to
declare it. He either discloses that spent comrndo his potential boss, who might
say: “Oh, you have a conviction, | am not goindake you on”, or he does not ... he
says: “I am not going to show you” in which casepnebably will not get the job
anyway. Either way, he has his rights completelgt atterly trampled over but the
power afforded to him in that relationship is nille does not have the power. Very,
very few come to us with their names. They comedaand say: “What do | do?
Here is my sheet. | nicked a Mars bar 20 years agbat do | do with it?” and it has
been a deep source of frustration for me that #reynot prepared to follow it (the
compliant) through but | absolutely understand whye have worked tirelessly over
the last 4 or 5 years to progress this and | aitieithr- 1 genuinely say thrilled - that
we have it largely resolved in terms of using Saadl Disclosure Office so that what
we do now is direct people to the Scotland DisdlesDffice so they can get a
certificate, a printout, which takes out spent ¢otiens. So any employer now that
comes to us is directed to Disclosure Scotlandmlafraid that that ... the subject
access route still goes on an awful lot in Jersey lafeel very passionately about it.
Indeed, as | said earlier, we have taken actioh amployers that have ... one of the
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principles is not to collect excessive data. Agkam individual to provide evidence
of spent convictions if the profession is not arerapted profession is collecting
excessive data and we have and we will contindaki® that very, very seriously.

[13:45]

The difficulty is getting those individuals empowdrenough and confident enough to
come forward because they often feel that it wiicken their name. Once it is

highlighted that they have a conviction, albeitrgpéhey feel very, very vulnerable,

understandably.

Deputy M.R. Higgins:
But it does fall within your remit, this whole priein?

Data Protection Commissioner:

Any personal data, the way that the police handteviction data absolutely is, and if
they disclose it unlawfully. The trouble is thetal@rotection ... a bit of a double-
edged sword here because the D.P. (data protedtienprovides individuals with
rights of access and that is a right for themselies not a right for anyone else. But
what employers are doing is saying: “You exercls# tight and then give it to me”
which ... well, it is illegal for a start. But agathe power is so out of kilter in those
situations that the potential employee will oftay:s‘'Well, | am just going to disclose
it anyway” or: “I am not going to apply now.” Thet dreadful because they have a
legal right to not declare that.

Deputy M.R. Higgins:
Have you at any time actually publicised the fheitt it is illegal for employers to do
it?

Data Protection Commissioner:

Many times. | have a file like that in my officenere we have done ... every year or
so | try and get together with probation to dotielipress release on it, but it is like a
broken record. But | will say that Disclosure 3aotl is a huge breakthrough for us
and | have to put credit where credit is due imgeof the Home Affairs Department
and the police, who have done an extraordinary atotiwork as well, but | have
gone on, | have banged the drum on this for mamysybecause | see these people
come into my office who sit there distraught, deapeefor work, but stuck between
the devil and the deep blue sea and they are regaped to take the complaint
forward or give me their name so that we can detl ivbecause they think it will
stop them from getting any employment in Jerseyabse it is such a small place. So
it is a huge problem.

Deputy D.J. De Sousa:
It can create a vicious circle, then, with reoffiexgdand the rest of it.

Data Protection Commissioner:

And we have had one individual ... one individuadi [progressed a complaint with us
and has been unable to find work and | ... you camelp but think because the
employer has got wind of the fact that he is difficbut he is just exercising his
rights.
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Deputy M.R. Higgins:

| must say | am pleased you feel so passionatetdabms, but is there anything that
you can do, any amendment that you can bring tdaWweto try and alleviate the
problem?

Data Protection Commissioner:

| can do what is ... we are given the powers alr@adhe law and we need to respond
effectively to those cases. It needs a more holegtproach than just in the Data
Protection Law, though. Itis a very good exangflow you cannot just bring a law
in and it will look after itself. The rehab laweued nurturing and | do not think we
collectively nurtured that law enough becausenkhmany people have not had their
rights respected in that law over the years thatag been in force. Disclosure
Scotland is a big breakthrough and it allows indiisls ... and certainly for employers
we are saying now: “Use Disclosure Scotland” anldtaof them are. So we are
getting there but very slowly. If there is anythielse | can do | would like to know
because | will do it.

Deputy M.R. Higgins:
Okay. That is what | was asking: was there anyralments you could bring? It is
more a question of enforcement and ...

Data Protection Commissioner:

It is a question of ... the rehab law sits on isi@anyway. This law will look to the

way in which employers seek to gain access to m&ion about previous

convictions and it absolutely does kick in. Asayswe have ... and we take it very,
very seriously, a couple of very serious casesndividuals that we have dealt with
over the years that involve this very question.| 8onk the way | ... the only powers
| have | think available to me is constant medtardton on the matter which we try
to do with probation every so often. We do a bia eplurge on it with Mike Cutland

and so forth. The other is looking at this law doaking at the remedies it provides
where there have been cases of breaches of relweddlag/hich we do do.

Deputy T.A. Vallois:
| think we are going to have to move on because tgmunning ...

Data Protection Commissioner:
Sorry, yes, my pet subject, | am sorry.

Deputy T.A. Vallois:
... and we have still got 5 amendments to get tijinou

Data Protection Commissioner:
Apologies.

Deputy T.A. Vallois:

The next amendment that we were looking at was dment 4, was for the power of
seizure to include equipment found on the premiségyain, why is it that the
amendment is required?
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Data Protection Commissioner:

The wording at the minute ... | do not know if ybave had a chance to look at the
detail, but the wording is not wonderfully clearhe wording could arguably allow us
to go in and if we see the data to take a ... .wiitine data is on the computer, to take
the computer. 1 am not ... | do not think “probdht good enough. If I go in with a
warrant, which is incredibly rare ... the surgergsathe most recent example at the
waterfront. | mean, it is very, very rare that wse those powers and it really is the
end of the line as far as we are concerned, baeifyjo in and the only ... if we are
going in on a data protection issue and the ordp arhere that data is present is on a
computer, we want to take the computer, get the, datd return the equipment. The
advice given to me is that it is probably okay w tthat now but | do not want
“probably”. | want “definitely”. | want to be ablto go in ... if we are taking such
extreme measures as in possibly breaking into spe‘®@remises and removing
things from the premises, | need it to be solic itSmakes no sense, again, if you
have a question of data and you cannot take tlze dats that simple, really. Largely
there is a lot of manual data in organisationsibist very often reflected equally on
the computer. So all the normal protections applye would use any of those
powers in accordance with the P.A.C.E. (Police @nninal Evidence Act). We
have to return that equipment very, very quicktywe would use, again, the police to
take copies of the data and return the equipmkins a very, very high bar for us to
reach to get that warrant in the first place, ahduld be. It is very time consuming
and we need to be spot on with it. So | do nottvilagre to be any doubt if the words
... at the minute it is “other material” and | dotrthink that is particularly helpful to
me. | think: “Is a computer material? Probably bet ...” |just need clarity on that.

Deputy M.R. Higgins:
Have you asked the Law Officers for an interpretabf that?

Data Protection Commissioner:

Yes. | think the interpretation is that | probalguld be okay but | want more than
“probably be okay”. | want it to be clear. Thewthat it uses the word “equipment”
in a previous sentence would imply to me that othaterial risks not covering that.
So | need that point to be clarified because itjuge important if we go in on a
serious breach, which it has to be serious to geamant, that we do not go in and
say: “Oh, we cannot take anything anyway aftettadt. Just note it all down and we
will just go away.”

Mrs. H. Rudle

Just out of interest, we had again a discussiarttorning. | was asked about the
U.K. position on this. My understanding in the UKand again it is quite hard to
follow it through - that it is not ... they rely dhe other materials rather than the
equipment.

Data Protection Commissioner:
They do.

Mrs. H. Rudlle:
But | hear what you are saying.

Data Protection Commissioner:
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Again, it is something ... you know, | respect thdhe last thing | want is in a very
difficult case to fall down on a point of proceduréou know, we get to the court and
the court says: “Actually, you should not haveeglion that and you cannot take
that.” | want to be watertight when we are takihgt sort of action.

Mrs. H. Rudle:
Could you just as well ... because another of thecerns that we have heard about
this morning is, of course, the impact on businegsu remove the computer.

Data Protection Commissioner:
Yes, absolutely.

Mrs. H. Rudlle:

Which is potentially huge and, you know, | thinletphrase this morning was: “That
shuts me down once my computer has gone.” | steppeloat what you were saying
was the case but could you ... | mean, have yowagptidea of how long it takes to
get that computer back into operation within theibess? Are we talking hours,
days, weeks?

Data Protection Commissioner:

Well, the first thing | would say is that in ordfar a warrant to be provided the
breach has to be very serious. So if you weighhgppotential breaches in data
protection terms with the individual organisationakeds, notwithstanding that, there
is a legal requirement for us to return that datguaickly as possible. We have very
good co-operation with the police. The recent cagbe waterfront, we did not need
them to be present with us but we asked them tprégent with us because of the
sensitivity of the data concerned, the medicalrmfation. In such cases we could
turn that around in 24 hours because we couldheiefbrensics to take a copy. In a
case such as the medical records, there may bemrsnabout returning the data if
there was risk of ongoing breaches. Again, itamg to be so incredibly rare but the
law has to allow some flexibility. You know, if person is routinely breaching
security requirements and there is no ... he olisheable to guarantee that that will
be looked after when you return it, you have toabking questions in that respect.
But what we want is co-operation. We very raredyd to resort to a warrant. We
more often than not go into an organisation andisitidown in front of the computer
with them and say: “Right, if there is a particupsrson that has complained, let us
get that record out.” And that happens 99 per oéftite time, and 99 per cent of the
time that works. So it is for the one or 2 occasiim those hundreds where the ... in
this particular case, the individual was uncontaletaand the data had been
abandoned so, again, we had left it over monthguite a few months of trying to
make contact and there was very, very real secuskyfor that data so we took that
judgment call, but again, very, very rare.

Deputy M.R. Higgins:
In the last 5 years, how many times have you usedreant?

Data Protection Commissioner:
Three.

Deputy T.A. Vallois:

20



Anything else at the moment? No. We will movetoramendment 5. This was the
maximum fee chargeable for subject access requdsist. we had Health and Social
Services in this morning, which was very interegtand very helpful, as | am sure
Deputy Noel is awarfl aughter]. So we just want to understand exactly the reason
behind raising the fee and whether this will hang affect on individuals’ subject
access requirements.

Data Protection Commissioner:

| think ... well, to be brutally frank, this amendnt is put in because | have been
asked to do so. We are responsive to comments tadae from industry and from
public sector about how the law is working for thamd | will look at it and if it
seems reasonable it is up to ... you know, this \Wag not created by me, it was
created by the States of Jersey, and if | am peavidvith submissions about
improving it or making it more workable for therhgh | will pass that to you guys to
consider. So, the argument came to me, which ughbwas very convincing, from
Health that during the transition period of the ey had a maximum chargeable fee
of £50 for their subject access requests. | thiok personal experience Health deal
with some of the most complex requests for dataltbaer see, largely because of the
nature of data, sort of X-rays, equally becaus¢éhefnumber of people that can be
involved in care, could be U.K. consultants, prvatonsultants, a vast array of
different organisations possibly involved. It iwary complex web of data handling
in terms of ... or potentially. So | think theyveaa legitimate reason to ask for us to
reconsider the £10. £10 is very low but it is vy for a very good reason, that (a)
to encourage organisations to have a good recoesmgement system so they can
identify the data, but (b) it should not be a detet for people to exercise their own
rights. So | think we have to find a balance betweot penalising the organisation in
terms of the reality of the cost because it is espe to go trawling; it is expensive to
go to ask a consultant for consent to release ticpkar document; it is expensive to
get a copy of an X-ray or an M.R.l. (magnetic resare imaging) scan or something
like that, so | think we cannot ignore that. Sam very receptive to that request. |
have had banks moaning at me about the £10 foracet have very little sympathy
because | think they try to charge £4 per pagstiements and stuff and they cannot
do it. So, again, in a sense my judgment is -iaigda personal judgment - that those
sort of organisations it should be just a clickadjutton and they are just trying to get
a bit more money. But actually | have a lot of gpathy for Health because | have
seen firsthand the nature, and having had to gugfr the 5,000-odd records that we
seized the other day | have absolutely full symypatith them because they are
voluminous, some of them. Some of them are not.buévhat | would like to see if
there is an increase is ... and they demonstratleeady, is a flexibility so that if a
record is very straightforward they see that £5@ asaximum, not as an absolute, so
that if it is a very straightforward one they cay:s‘We will give that to you for free”
or for £10 or whatever. So | think ... and in myperience again | have found them
very, very receptive to that flexible approach.

Mrs. H. Rudlle:

There is potentially a perception, and you havekspabout banks, and obviously a
lot of data in those circumstances may be verygittrward, but equally in some

cases data subject access requests within anyisatjan are complex. So, for

example, if you are talking about tape recordinfjlgetephone calls or C.C.T.V.

(closed circuit television) footage, which actuaikes an awful lot of manpower to
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find, copy, redact, all of those things - and thase just 2 examples that | am sure
you are aware of - | suppose the question is,daeetl potential for inequity between
other people who do also deal with quite completa dad Health on this?

Data Protection Commissioner:

Yes, to be brutally honest. There is and | thinksia question of looking at the
arguments. | have had no formal submission froyoae else. | have had a lot of
moaning from organisations that have received reiguend only had to be paid £10,
but there has been a very grown-up dialogue withltHesery early on who have said:
“This is not just about us baulking. Where we wvanlet them have it for free.” It is
that approach that | have been impressed with, eelsea lot of the banks, they have
lost their ... the ones that have the problem & rédgcords management it actually
comes down to, but if you look at the nature anch@exity of applications, | mean,
the police are another example who have to dedl willy complex ones and they
invest thousands of pounds in staffing for it bditave not had a formal submission.
So, again, | am putting to the States what | haenbasked to put to them. If a
submission was made by a bank, P.L.C. (public &ditcompany), | would
communicate that to the Minister. | do not jusitevit off. 1 do not mean to say that |
have had formal submissions and | have just gd@et fost.” No, if | had had formal
submissions | would present them and we would dstiiem.

Assistant Minister for Treasury and Resour ces:
This is one area where there may be some polintaiference. It is well known that
| am a great believer in obtaining the full cost@overy for services.

[14:00]

Deputy T.A. Vallois:
But you are aware of the rights of an individuabtoable to access their information.

Assistant Minister for Treasury and Resour ces:
Yes.

Deputy T.A. Vallois:
So, in order to charge more money, you would algtioe possibly ...

Assistant Minister for Treasury and Resour ces:

Health are ... and it is a piece of work that hasrbongoing and has come to light
very, very recently. Health may be putting a swgsion in to increase the request
further than the £50. That has currently beenestpa for third party medical record
requests that exclude medical disclosures, wheasepért of a litigation case against a
hospital, so there is a move to charge insuranogaaies and law firms full costs of
recovery. That has come to light recently and part of the C.S.R. (Comprehensive
Spending Review) programme that is starting to bapgwithin ... throughout most

States departments. Currently, Health employ ade&vidual 20 hours a week purely
to deal with third party cases.

Deputy T.A. Vallois:

It is interesting that you are talking about c@stavery because | actually questioned
a couple of times this morning how much does itaty cost to do this and | could
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not get an answer. So | think it is fair to sagtti is not fair to actually increase a fee
like this unless you know exactly how much it cosézause you cannot recover a
cost that you do not know.

Data Protection Commissioner:

And | would not like to see full cost recovery amyaaccess request. It is not meant to
reflect true costs ... it is meant to encourageigations to have an openness with
data subjects. So | still think there is room daalogue in terms of individual cases;
that is why | am pretty receptive to Health’s resfuel think they put forward a very
strong argument. But | do think we need to stéearcfrom the concept of “what it
costs you pay” because it is meant to be a fundaheght, a plank of the law that is
incredibly important from a principle perspective.

Assistant Minister for Treasury and Resour ces:
| would like to make clear that Health are purelgking for a greater level of cost
recovery for third party enquiries.

Mrs. H. Rudle

Absolutely, but there is a distinction, is therd,rmetween this law which is about
data subjects’ access to their own records ancestgiumade during litigation by third
parties when the argument is potentially there metl@er route to obtain that
information.

Data Protection Commissioner:

| think you will know more than | do, probably, trearequest from the data subject ...
data access request under this law may not prdakieata that full disclosure would
provide so ...

Deputy D.J. De Sousa:

The 2 that we had in from Health this morning aagrlength went through some
figures for us and they are nowhere near cost exgowut they also said they were
aware that it had to be proportionate so it did cetier or differentiate, that people
could not get their records.

Assistant Minister for Treasury and Resour ces:
That is why it is always a maximum.

Data Protection Commissioner:

| think that is really good for me to hear becatusproves that they are actually
having this dialogue themselves about what is regde. That is one thing | have
been incredibly impressed with Health, actuallyshbuld not say it ... there is no
agenda here other than saying that what you aiegseean engaged dialogue about
the reality of these charges, what they actualllam® people and not deterring
people, so | am impressed by that.

Deputy D.J. De Sousa:

Yes. The Health Minister at great length this nmagrsaid this has really opened her
eyes. She did not realise how much it actually twsdepartment within their budget
to deal with it.
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Data Protection Commissioner:
Yes.

Mrs. H. Rudle:

And they did also stress that it was very much ap to” because | asked the
guestion. So, you know, again, exactly what yat gaid, they said sometimes it is
nothing, sometimes it is £10 and sometimes itbg enore.

Data Protection Commissioner:
Yes, and that is a really good ... that is a versitve way, | think.

Mrs. H. Rudle
So, that was very much reiterated this morning el w

Data Protection Commissioner:
That is good.

Deputy T.A. Vallois:
Just moving on to amendment 6, it is the amendrfanthe provisions relating to
subject access exemption for trustees within thenBations Law.

Data Protection Commissioner:

The specific exemption in the law as it stands. foto fit in with the Trust Law and it
is about giving information to beneficiaries spmafly. The Foundations Law is a
new law but | defer to the experts here. It ismgtarea of expertise. But there are
exemptions in the Foundation Law for the provisidmnformation to individuals and
at the minute if you do not marry the 2 there rssk of conflict. So this is purely to
sit tightly with the Foundations Law. The samelagsp... if we can bulldoze through
to point 7 as well, exactly the same applies thereause there are carve-outs for
providing information under the Drug Trafficking wawhich actually - and it is
probably my fault, | shall probably have to take thlame for it - should have been
put in the original law with Article 41 of the Drulyafficking ... Itis just to marry up
the bits of legislation so that the Data Protecti@w is not forcing someone to
disclose information that another law is sayingoliymust never disclose” so they sit
comfortably.

Deputy D.J. De Sousa:
Who will it actually affect and in what manner, amdenent 6?

Data Protection Commissioner:

If an individual were to ... if we use a trust as example, if an individual is a
beneficiary and the trustees have been told natftwm that beneficiary until he or
she is 21 or whatever, then there is a carve-omterrupt me if | am wrong. | hear in
very simple terms when it comes to trusts, | anaidfr The Data Protection Law
provides rights of access to information but if tinestees have been told not to
provide that information to a beneficiary for cemaeasons, by the settlor or
whatever, the Trust Law and the Foundations Lavs $hgt you are not obliged to
disclose that. 1 think in the U.K. what had hapgetis some of the charities had sent
round thousands of subject access requests tauatktto see if they were going to
benefit from any people’s wills or trusts or whaev So it would allow an exemption
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to the access request in relation to Foundatiomsdsait does now with Trust Law. It
would also ... in exactly the same way in termsacfess request, drug trafficking
offences; if by providing the information to an mdual you are tipping them off that
there is an investigation going on about them, gouwnot have to disclose it. So it is
just tidying that up, really.

Deputy T.A. Vallois:
Is there anything ...? No. We might as well sitiight to number 8, then. 1 think it
is probably ...

Data Protection Commissioner:
| like number 8.[Laughter]

Deputy T.A. Vallois:

This is the amendment for the provisions relatimghte notification fee for charities.
Again, it is simply what is it that is required fthis amendment and how are you
going to push forward?

Data Protection Commissioner:

The law does provide an exemption to notificationdharities, but we have a number
of charities in Jersey that process data beyondwhah the exemption allows for.
Because it talks about just membership and .ouf think about a very general small
charity which is just people who give money, supger and stuff as members of a
charity, so that applies quite a lot to organisajdut if you think about somewhere
like the hospice, not only are they holding infotima about donors and financial
supporters, they are also holding a lot of medicfdrmation. They go beyond just
the management of charity administration, if yokeli So, there are a number of
them. There are not that many in Jersey but lijust very human sense felt very
uncomfortable taking their £50 off them. So | du think it will impact ... | think
there is a Treasury person ... | have to be cabefthuse we are running short of cash,
as everyone is, so | am very conscious that | domamt to decrease the income, but
my job is not just about getting money in, it ioabdoing morally what is right. And

| think it feels better to me to say to places llersey Hospice that: “You have to
notify with us. We have to know what you are dobegause the nature of the data is
so sensitive. Obviously the rules have to appkyvieei will not charge you.” | would
like that very much.

Deputy D.J. De Sousa:
Following on from what you have just said there,uldothis reduction of income
cause any difficulties?

Data Protection Commissioner:

No. | mean, there is a handful of them. Mosthainh are exempt anyway but the few
that ... those organisations that process theo$@rttra data but actually have a caring
role, they are the ones that sort of fall intornle¢ at the minute and | do not think they
are really ... if | thought about it more carefully the time, | probably would have

been clearer when the law came in, but it did motuoto me at the time so ...

Deputy D.J. De Sousa:
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Would it lead you possibly to raise extra revenuoeincreasing fees for other
registers?

Data Protection Commissioner:

That is not my call. | will not be calling for ancrease in fees myself but obviously
that is a political decision. There is pressureabse we have a very limited budget
and a very wide remit.

Deputy D.J. De Sousa:
Where does that pressure come from?

Data Protection Commissioner:
Budgetary pressures.

Deputy M.R. Higgins:
Treasury.[Laughter]

Assistant Minister for Treasury and Resour ces:
The fees have not gone up ...

Data Protection Commissioner:
It went up when the law came in about ...

Assistant Minister for Treasury and Resour ces:
Thatis it. Thatis 5 years ago and we have hgelblss of staff pay increases.

Deputy T.A. Vallois:
So that is a way of saying it is going up.

Deputy D.J. De Sousa:
So it would be Treasury requesting ...

Assistant Minister for Treasury and Resour ces:

You asked where the pressure was coming from. Thathere the pressure is
coming from. The revenue base has not(?) necbssacieased. You have more
people registering now.

Data Protection Commissioner:
We are trying to do our best to capture as many ...

Assistant Minister for Treasury and Resour ces:
But the cost base has been increasing so at some the 2 are going to have
pressure against each other.

Data Protection Commissioner:
Yes, and certainly in the U.K. the maximum fee n@®v£500 a year for big
organisations.

Mrs. H. Rudlle:
That has got complex, has it not, with the tiegggtem?
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Data Protection Commissioner:

Yes, and we did look at that at the time. We labké that because it seems a bit
unfair that you get the little window cleaner payif50 a year as well as Barclays or
another ... any big firm. It does seem ... buttthable is when you look at the reality
of managing that, | would need a whole new persshtp work out the fees. | want
my team to be doing our job rather than admin-inghale new set of bureaucratic
processes to work out who pays what. So | thimlould like to charge nothing but
that is not going to happen.

Deputy D.J. De Sousa:

Therefore, following on from what the Assistant Mier for Treasury and Resources
has said, if the fees were to increase to increéasenue, would those increases
automatically be going back into the commissionmauld Treasury be looking to
siphon off those increases?

Assistant Minister for Treasury and Resour ces:
The amount of revenue that comes into data protedi...

Deputy D.J. De Sousa:
Would it stay within that department?

Assistant Minister for Treasury and Resour ces:
It is not something that Treasury would get excabdut. Basically .[Laughter]

Deputy D.J. De Sousa:

You are still not fully answering my question: wdulreasury be looking to siphon
off some of those funds for elsewhere to fill defgaps or would all that money be
going back to the commission?

Assistant Minister for Treasury and Resour ces:
Providing the fee being generated covers the dosirming the commission, surely
then it serves its purpose. It is not a tax.

Deputy T.A. Vallois:
Anything further?

Deputy M.R. Higgins:

| have a question, just going back, actually.s lbm amendments 1 and 4. We skirted
round some of the questions, and basically it ésrétationship between your powers

or proposed powers and the police procedures aminal evidence powers used by

Jersey police. | would like to know have you wathkeith the police in these areas

and have you relied on the police powers in anjiqa4dar situations and, if so, how?

Data Protection Commissioner:
| hope | did not skirt round anything. | hope Veaanswered everything ...

Deputy M.R. Higgins:
No, we did not ask the questions.
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Data Protection Commissioner:
Oh, I thought you said | had, sorry.

Deputy M.R. Higgins:
No, we did not ask the questions.

Data Protection Commissioner:

The vast majority of our work is not related to amyninal investigation. That is the
first thing to say. Where there is an allegatidbreraninal offence, and that largely is
about Article 55, it seems logical to me to get Hssistance of the police from
relatively early on, not least because our maia afeexpertise is regulatory. That is
where we are most comfortable. We do not get waalin criminal investigations
very often. So, it is helpful to have the expertesound us; for example, with the
search warrants and so forth it is good to haveesom that understands the process,
that can help us with things like the bagging asaliag and so forth. It is done on ...
there is no formal agreement with the States afeJePolice, but nonetheless they are
obliged to investigate crimes, allegations of crim8o an individual can report an
alleged crime to us but equally - and you will pbly find that is where the stats
maybe will not match up if you get them from thdig® - they may have had more
complaints on data protection than we have hadusecthey are quite at liberty to
investigate that themselves and to conduct invatstigs into data protection breaches
themselves. So, each case is taken on its mefigch case if we want police
assistance we have to convince them why and coaxthrem that it is a good use of
their resources and that we have exhausted evegythat we need to do. Quite
rightly, that can be a bit of a process becaus@avaot want to be running to them
just because we have not got the manpower. Sahiwe about it very hard and we
only refer cases to them either for assistance laulla transfer of that investigation,
which has happened, on very rare occasions.

Deputy M.R. Higgins:

That was my next question but you have already arexvthat part. In terms of
police powers under the P.A.C.E., what particulawgrs do they have that you
would find useful?

Data Protection Commissioner:
None.

Deputy M.R. Higgins:
None in particular? | am just saying ones that gounot have.

Data Protection Commissioner:
| have never relied on P.A.C.E. for ...

Deputy M.R. Higgins:

| am just wondering are you relying on them in socases. You say you have
handed things over or you have worked with thenme you relying on their powers
rather than your own powers, or deficiencies inryoun powers, to achieve the end
that you are trying to seek?

Data Protection Commissioner:
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| am not, no.

Deputy M.R. Higgins:
Okay, thanks.

Deputy T.A. Vallois:
Anything else? No. Can | just ask on a basic Kedge of the actual Data Protection
Commissioner role, how many people are in yourceffi

[14:15]

Data Protection Commissioner:
Four.

Deputy T.A. Vallois:
Do you feel restricted to a certain extent in emgpto do what you could do or are
able to do in data protection terms?

Data Protection Commissioner:

| am fiercely tight when it comes to money and | fiencely protective of what is a
very effective team with very limited resources anery wide remit. There are huge
advantages to having a small team but what | hawed is when | first started in this
job it was a very proactive task | had to educgtd, out there and talk about the
message, especially when the law was coming ira danse, | am sort of reaping the
rewards of that now because ... also it is a chamgémate generally, but people are
much more willing to come forward and complain. eTdne thing that does concern
me, for the record, is our capacity for dealingmabmplaints. We are struggling.

Deputy T.A. Vallois:
Are you seeing the complaints on an increase?

Data Protection Commissioner:

Yes, very much so, and the complexity of them hasndtically increased. So what
would take a couple of days possibly to resolvehase ones that have taken months,
if not years because of the hurdles we have tmget and the number of areas we
have to examine. Yes, they can be very, very cexnahd it can be very, very tough
with a very small team. Actually, there is onlyoRus doing data protection work
because the other 2 are admin. So, yes.

Deputy T.A. Vallois:
So the actual proactiveness from the beginningybathad is ...?

Data Protection Commissioner:

It has gone. Very rarely will you see us out tadkio organisations now and if we do
so we want a large audience so we can capture ag paople as possible. In my
first few years of being in the department | wogld and talk to, you know, the

church mouse if he asked me. We would go out anthtks to small teams. We
would go to organisations and do ... run sessiooistraining, | am not a trainer, but
we would go out and talk, do Q. and A.s (questiand answers) with very small
teams, H.R. (human resources) teams, and now ledssty would like to do that
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because it keeps the message out there. But wethgvrioritise. The people that
complain to us have to come first. We are copind & is an amazing team,
motivated and very clear of their focus, but noettbs | could probably do with one
full-time enforcement officer. That would be mytdeel now. But you do what you
can do and some complainants are not happy thataweot do more for them, but
that is the nature of it. You have to decide wjtat do and where your priorities lie.

Deputy D.J. De Sousa:
| realise we have taken up more of your time thas w.

Data Protection Commissioner:
| have taken up more of your time, probably.

Deputy D.J. De Sousa:
But expanding on from what you have just said dedfact that Treasury are looking
to increase the money and the ...

Assistant Minister for Treasury and Resour ces:

| did not actually say we were looking to increaseney. You asked if there was ...
where the pressures were coming from and | gave aroexample of where the
pressures were coming from.

Deputy D.J. De Sousa:
Yes, well ...

Deputy T.A. Vallois:
If there could be possibilities of increases.

Deputy D.J. De Sousa:

Following on from that, you have said that you wbuhther still be proactive, and
bearing in mind that the number of complainantsehawreased, would you be
looking for or asking for an increase in your rewerto employ somebody to keep
that proactive side of it going so that people ragge aware of what is expected of
them as well as data controllers?

Deputy D.J. De Sousa:

| have thought very, very long and very, very habdut that question in the last few
years. | would like to think - and | will be canéfwhat | say in the presence of
Treasury - that there is some acknowledgement wftoagh we are about spending.
Every penny my department spends is taxpayers’ ynand | am painfully aware of
that. | want to give good value for money. | di want to be running to Treasury or
the States if we are just experiencing a spikeommaints. If | was to be brutally
honest, | would like one more post. | am not she¢ at this stage | could evidence a
sufficient long-term need because next year may beslquiet, but | think you are
right in the sense the proactive work has goneheywayside. Nonetheless, | think
you still do see us ... the only way we have ofiggtthe message across is the media.
We do not have the money for glossy leaflets oreadvin thel.E.P. (Jersey Evening
Post). So you do see us popping our head up occalrpaald with Tracey the other
week, so we try ... | try and balance the 2. Iubba@ little bit more on the large
complaints and the proactive and my deputy is n@wgl pretty much full-time
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enforcement work, which is just as well that hansex policeman so it is very useful
in that respect. But | sensed when | recruited thiat | might need that and it has
proved to be true and it is incredibly valuablentve that resource. Nonetheless, |
would like him to do a bit more. So, it is a velijficult question and it is a question
that you grapple with because you do not want taubaing, as most people are most
of the time, for more resources. You want to tng @o what you can the best you
can with the resource you have in a very diffiedivironment. The States has to
weigh up what benefits we are providing with thatco. but we cost you just 250K,
whatever, a year, so | feel very comfortable withatvwe provide. We do not keep
everyone happy all of the time but in terms of eallam very happy. | would like a
dialogue in the next 12 months, 18 months, witha$uey. | hope you do not mind
me speaking honestly, but | would like to start tthalogue about resources, bearing
in mind we have the F.O.l. (freedom of informatian) the horizon. | think that
would be ... | have always seen that as maybe paramity to reassess where we are
and look to a more multi-skilled team that canddia the 2. So if we have a spike in
data protection work we can move across an F.@iteo and vice versa. So, that is
my vision but | have been maybe a little backwardcoming forward to ask for
money. | have always fought on our budget to kibepbudget and not to increase
fees. | feel very strongly about that. But innterof more money | am a little bit
reticent to do so in this environment.

Deputy T.A. Vallois:

Can | ask on that basis, then, your caseload plyliadreases year on year, and just
out of curiosity, since your department was sethgw much has your budget
increased, if at all?

Data Protection Commissioner:
It has gone down.

Deputy T.A. Vallois:
Right, okay. Interesting.

Data Protection Commissioner:
We are trying to ...

Deputy T.A. Vallois:

Because | understand that the States ... | have inethe States for only 20 months
now, something like that, and | am becoming indregg aware of how bad we are at
bringing things in and forgetting about them antinesiewing them and ensuring that
we are getting best value for money, et cetera. avéenotoriously bad for it. | think
with this in particular | think people ... espebydiom the evidence we have received
this morning in hearings, is how unaware people ardow important this data
protection is. It is concerning because, as dipialn, bringing a law in is a big thing.
Nobody likes more red tape but if it is going toibethere it needs to be effective.
That is my view. With us reducing budgets, incregsvorkloads and then it is ... and
it is just concerning me, hearing especially weehaaduced the budget and expecting
you to be able to ...

Data Protection Commissioner:
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There are a number of ... well, there is a clearebeto having the commissioners
independent because there is no political influeswan from Treasury and | just say
what | feel, which is great. You need that. Yaed to have someone ... but again it
is a bit of a double-edged sword because you dohawe anybody ... and it is
absolutely no criticism of Treasury because it a their role, but there is no one
spearheading it politically. So, you have to maldgment calls about what you are
putting on your report about resources and howsudamit for further funds and in a
sense that is the time you could do with someipalitead to say ... it is not actually
about me, it is not about what Emma wants, it isualihe department and what it
needs. Whether | am here today and not tomaqrrdwdoes not matter because the
issues remain the same. | mean, we are not as @usnt but | think | am very
reflective a lot more these last couple of yearsualvhere we need to look to the
future and how | need to support my staff, aparnfranything else, to dealing with
their workload and supporting them in their workdoaSo, | am very proud of them
for a start. It sounds a bit trite but it is vdrye because they work an enormous
workload in often very difficult circumstances, bué are also very clear about what
we are doing and why we are doing it, which helpslo not want to be running to
Treasury but | would like the dialogue about hofeetive we are, are we value for
money and, if not, actually can we repeal the la@&n we save 220K a year for the
taxpayer? | do not mind having those discussiartsl lthink we do need to think
about that collectively over the next year or 2&uwese if it carries on it will become
unmanageable.

Deputy M.R. Higgins:
With the problems you have described and if freeddrimformation comes in and if
it is placed within your department, how are yoingdo cope?

Data Protection Commissioner:
Well, there is allowance for extra resources ahdve put a submission in for that.

Deputy M.R. Higgins:
What sort of extra resources are you seeking?

Data Protection Commissioner:
Two staff.

Deputy D.J. De Sousa:
Do you feel that would be sufficient?

Data Protection Commissioner:

It is very, very hard to say because it is almogtassible, | would suggest. You can
only go by examples, you know, equivalent jurisdics that have had F.O.l.
implemented. The environment in the U.K. is vesry different so it will be ... | am
not sure it would be terribly useful to use figufemm the U.K. but anything | have
submitted to the P.P.C. (Privileges and ProcedGmramittee) in respect of F.O.l. is
that we need a bedding-in period and you need ifol do not need 2 and | only need
one, then you can have one back. | am not intarenfyilding. | am into value for
the taxpayer. But if after a year | need anothbe@ause we are not ... if you bring a
law in and it does not work, that is a disasterouYeed to bring the law in with a
commitment to make it work. F.O.l. will be actyaléss work at the coalface for us
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than data protection because a lot of the decisiaking process will have been
carried out and we will be reviewing those, diselas not disclose, whereas data
protection what we have to do is very detailed stigative work, you know, literally
traipsing from one data controller to another ammsihg with complainants,
processors, data subjects. Very complicated imgagins which you will not
necessarily see in F.O.l.,, so | am more concereditaD.P. resourcing than | am
about F.O.I. but they need to be very serious ahmding it for us, yes.

Deputy M.R. Higgins:
| am wondering how you are going to manage youe toetween the 2, then.

Data Protection Commissioner:

As commissioner, how the commission will manage2hel think it would be a good
decision to put them together. Again, not aboupieenbuilding but in cases where
they have split them, in jurisdictions where thegvé split them, very often these
cases rest on judgment calls and it is not a questi black and white. They are a
guestion of public interest, of confidentiality, calh sort of area, so if you have 2
people you are going to have much more confliche®ple regulating 2 different
areas. Certainly, in cases like in Scotland wileeg have 2 different commissioners
it is more problematic for the individuals who drging to work their way through
these laws. We deal with queries on the code adtfpe all the time and it sits very,
very comfortably from a conceptual point of viewso | have always been very
relaxed about the responsibility of F.O.l., not @ibthe resourcing, but about how it
sits with the functions of Data Protection Comnuseir. | think the 2 have absolutely
... the D.P. law is misunderstood as stopping méiion from going anywhere and
F.O.l. would be good for its image in that senseahee it is about openness and
transparency of the appropriate data at the apijatepiime and the non-disclosure of
data which is about privacy. The 2 should marrioag as you have the control of a
commissioner’s behaviour and tribunals and allrést of it in place where judgment
calls may be flipped by tribunal or court, whichaigsolutely the way it should be. |
think it would make no sense to me, you know, eérresigned tomorrow, for the
new person, it makes no sense to me to have 2 gedpé expense of 2
commissioners where you are more likely to endnupibunal and, therefore, escalate
the costs again, and a whole new set of team, adrffices. It does not seem to
make sense to me but, again, that is a politicailsd®. | am happy either way. If |
do not get it, I love the job and | will do it, biiitF.O.l. comes my way then we will
embrace it with the appropriate resources.

Deputy T.A. Vallois:
Okay. Well, thank you very much. Very much apptad. | am sure you will see
everything in public, transcripts, be interestingThank you very much.

Data Protection Commissioner:
Thank you. Nice to see you.

[14:28]
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